After a few years of intense research, Wireless Sensor Networks (WSNs) still demand new secure and cryptographic schemes. On the other hand, the advent of cryptography from pairings has enabled a wide range of novel cryptosystems. In this work we present TinyTate, the first known implementation of pairings for sensor nodes based on the 8-bit/7.3828-MHz ATmega128L microcontroller (e.g., MICA2 and MICAz motes). We then conclude that cryptography from pairings is indeed viable in resource-constrained nodes.
Introduction
Wireless sensor networks (WSNs) [11, 1] are ad hoc networks comprised of small sensor nodes with limited resources and one or more base stations (BSs), which are much more powerful nodes that connect the sensor nodes to the rest of the world. WSNs are used for monitoring purposes, and can be used in different application areas, ranging from battlefield reconnaissance to environmental protection.
Like any wireless ad hoc network, WSNs are vulnerable to attacks [23, 47] . Besides the well-known vulnerabilities due to wireless communication and ad hocness, WSNs face additional problems, including (i) sensor nodes being small, cheap devices that are unlikely to be made tamper-resistant or tamper-proof; and (ii) their being left unattended once deployed in unprotected, or even hostile areas -which makes them easily accessible to malicious parties. It is therefore crucial to add security to WSNs, specially those embedded in mission-critical applications.
On the other hand, cryptography from pairings (or pairings, for short), is an emerging cryptographic primitive that allows a wide range of applications. Pairings have been attracting the interest of international cryptography community because it enables the design of original cryptographic schemes and makes well-known cryptographic protocols more efficient. The two most important pairings are the Tate and the Weil pairings.
It used to be thought that Public Key Cryptography (PKC), e.g. RSA/DSA, was impractical in resourceconstrained nodes; and security primitives in WSNs were achieved through symmetric cryptosystems (e.g., RC5 [41] and SkipJack [22] ). However, works (e.g., [14, 32] ) based on Elliptic Curve Cryptography (ECC) [36, 25] , a more efficient PKC technique, have shown that PKC is in fact feasible in WSNs.
As a result, recent works (e.g. [48, 37, 7, 33, 38] ) have used PKC schemes based on pairings for bootstrapping security in WSNs, i.e., for setting up symmetric secret keys between communicating nodes. These works contribute in the sense that they show how WSNs can take advantage of pairings, but actually they do not demonstrate that pairing computation is viable in resource-constrained nodes. Besides, the fact that ECC is feasible in WSNs does not automatically imply that pairings are feasible as well. This is because pairings require parameters much larger than conventional ECC and their computation is thus more challenging.
In this work we present TinyTate, the first known implementation of pairings for sensor nodes based on the 8-bit/7.3828-MHz ATmega128L microcontroller, which is present in the MICA [16] family of sensor nodes (e.g., MICA2 and MICAz motes). Our main contribution is to show that cryptography from pairings is indeed viable in resource-constrained nodes.
The remainder of this work is organized as follows. In Section 2, we discuss the related work. In Section 3, we introduce some pairing concepts. TinyTate and its performance results are presented in Sections 4 and 5, respectively. Finally, we conclude in Section 6.
Related Work
WSNs are a subclass of MANETs, and much work (e.g., [49, 18] ) has been proposed for securing MANETs in general. These studies are not applicable to WSNs because they assume laptop-or palmtop-level resources, which are orders of magnitude larger than those available in WSNs.
The number of studies specifically targeted to secure WSNs has grown significantly. Below, we provide a sample of studies based on cryptographic methods, and then focus on those targeted to PKC and pairings.
A considerable number of works (e.g., [3, 41, 10, 50, 5, 51, 31, 29, 42, 8, 17, 21, 19, 4, 30, 9, 39, 40] ) have focused on efficient key management of symmetric cryptosystems. Perrig et al. [41] proposed SPINS, a suite of efficient symmetric key based security building blocks. Eschenauer et al. [10] looked at random key predistribution schemes, and originated a large number of follow-on studies [17] . And Zhu et al. [50] proposed LEAP, a rather efficient scheme based on local distribution of secret keys among neighboring nodes.
The studies specifically targeted to PKC have tried either to adequate conventional algorithms (e.g. RSA) to sensor nodes, or to employ more efficient techniques (e.g. ECC). Watro et al. [46] proposed TinyPK. To perform key distribution, TinyPK assigns RSA efficient public operations to nodes and RSA expensive private operations to better suited external parties. Gura et al. [14] reported results for ECC and RSA on the ATmega128 and demonstrated that the first outperforms the latter. Their ECC implementation uses prime fields. Malan et al. [32] implemented ECC using binary fields and polynomial basis and presented results for the Diffie-Hellman protocol based on the ECDLP. Liu, Kampanakis, and Ning developed TinyECC [28] , the ECC library which we make use in TinyTate. TinyECC provides elliptic curve arithmetic over prime fields and uses inline assembly code to speed up critical operations in the ATmega128 processor.
There are also works that have focused on cryptography from pairings for WSNs, in particular (e.g [48, 37, 7, 38, 33] ). Zhang et al. [48] , for example, have made use of Identity-Based Cryptography (IBC) based on pairings for key distribution in WSNs. They hoped that pairings would be soon feasible in resource-constrained nodes and were not concerned with implementation issues. The work of Doyle et al. [7] also focused on IBC and presented some simulation results on pairings. The work, however, has considered a class of nodes more powerful than those found in resource-constrained nodes. Oliveira et al. [38] have discussed the synergy between WSNs and IBC. Nevertheless, the work only describes estimates for the Tate pairing computation over sensor nodes and no actual implementation is in fact presented. Finally, McKuster et al. [33] have focused on a hardware that both implements primitives for computing the Tate pairing and meets the strict energy constraints of sensor nodes.
Pairings: concepts
Bilinear pairings were first used in the context of cryptanalysis [34] , but their pioneering use in cryptosystems is due the works of Sakai [43] et al. and Joux [20] . In this section we first present some paring concepts and then define the Tate pairing. (For more on these definitions, see for instance Galbraith [12] .) In what follows, let E/F q be an elliptic curve over a finite field F q , E(F q ) be the group of points of this curve, and #E(F q ) be the group order.
Bilinear pairing
Let be a positive integer. Let G 1 and G 2 be additivelywritten groups of order with identity O, and let G T be a multiplicatively-written group of order with identity 1.
A bilinear pairing is a computable, non-degenerate function e :
The most important property of pairings in cryptographic constructions is the bilinearity, namely:
In practice, the groups G 1 and G 2 are implemented using a group of points on certain elliptic curves and the group G T is implemented using a multiplicative subgroup of a finite field.
Embedding degree
A subgroup G of E(F q ) is said to have an embedding degree k with respect to if k is the smallest integer such that | q k − 1.
Bilinear Diffie-Hellman Problem
Most of the pairing applications rely on the hardness of the following problem for their security [12] : given P , [a]P , [b]P , and [c]P for some a, b ∈ Z * , compute
This problem is known as the Bilinear Diffie-Hellman Problem. The hardness of the Bilinear Diffie-Hellman Problem depends on the hardness of the Diffie-Hellman problems both on E(F q ) and in F q k . So, for most pairing applications the parameters q, , and k must satisfy the following security requirements:
1. must be large enough so that solving the Elliptic Curve Discrete Logarithm Problem (ECDLP) in an order-subgroup of E(F q ) is infeasible (e.g. using Pollard's rho algorithm);
2. k must be large enough so that solving the Discrete Logarithm Problem (DLP) in F q k is infeasible (e.g., using the index-calculus method).
The Tate pairing
Let E(F q ) contain a subgroup of prime order coprime with q and with embedding degree k. (In most applications, also is a large prime divisor of #E(F q ).) The Tate pairing is the bilinear pairinĝ
TinyTate -Computing the Tate pairing on resource-constrained nodes
The time consuming part while evaluating applications base on pairings is the pairing computation 1 . In this section we present TinyTate, an implementation of the Tate pairing for resource-constrained nodes.
Below, we discuss the implementations issues and the decision-makings we faced while developing TinyTate. Recall from Section 3 that E/F q is an elliptic curve defined over F q , is a large prime divisor of #E(F q ) coprime to q, and k is the embedding degree.
Field selection
Given a cryptosystem, the hardness of its underlying problem dictates the size of the security parameters. Namely, the harder the problem, the smaller the parameter size. The parameter size, in turn, dictates the efficiency, i.e., the smaller the parameter size, the faster the computation time. The DLP in prime fields is considered to be harder than the DLP in binary fields. As a result, we use prime fields in TinyTate.
Algorithm 1 Tate pairing computation
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Curve selection
Supersingular curves have been shown empirically to be faster [45] than nonsupersingular curves. Authors, however, tend to choose nonsupersingular curves rather than supersingular curves because they feel that the latter have security advantages compared to the formers. Since until now no concrete evidence for that has appeared [45] , we use supersingular curves in TinyTate.
Parameters q and
The choice of the parameters q and is a key factor in the efficiency of pairing computation, as curve operations are performed using arithmetic of the underlying field. In prime fields, by choosing q a Mersenne prime (i.e., a number of the form 2 p − 1) helps in computing modular reduction operations efficiently. However, it has been shown recently that such technique also decreases the hardness of the DLP in F q (e.g., [44] ) and is potentially unsafe in the context of pairings. For , on the other hand, it is possible to choose a Solinas prime, which decreases the number of operations in the Miller's algorithm (Fig 1, Steps 7, 8, 9 , and 10) and makes the pairing computation faster.
Embedding degree
TinyTate uses the embedding degree k = 2 since it provides a number of benefits while computing pairings [45] . For example, k = 2 allows the denominator elimination optimization and makes F q k arithmetic easier to implement.
Twists
Let d be a quadratic non-residue in F q . The twist of an elliptic curve E/F q : , d) , and arithmetic in E(F q 2 ) can be thus carried out faster in the group E t (F q ). In TinyTate, twists are used to speed-up arithmetic operations.
Security level
Parameter sizes often pose a tradeoff between security level and efficiency. For most pairing schemes, the security requirements described in Section 3 can be satisfied by choosing ≥ 2 160 and q k ≥ 2 1024 . However, security requirements in WSNs are often relaxed [41] to meet their needs for efficiency. This is possible because of their short lifetimes and because the goal is not to protect each node individually, but the network operation as a whole. Until now, the larger parameters sizes for which the ECDLP and the DLP in prime fields are known to be solved are 
Coordinate system
The two most common coordinate systems are the projective system (x, y, z) and the affine (x, y) system . The affine system requires inversions while performing point addition or doubling operations. The inverse operation, in turn, is commonly expensive. The projective system, on the other hand, reduces the need for inverse and thus seems to be more adequate to our implementation.
ECC library
Like any other cryptographic primitive based on ECC, finite fields and elliptic curve arithmetics are crucial to performance of pairings. The efficiency of these arithmetics, in turn, depends on the library that is being used. We have chosen TinyECC [28] as ECC library for TinyTate since it was developed specifically to our target processor, i.e., the ATmega128L.
Computation
Pairing computation is challenging because it includes operations in extended fields, i.e., fields much larger than fields used in conventional ECC. 2 Very recently, it has come to our attention that a new record for DLP in prime fields stands at 530 bits [24] . However, because of the WSNs' idiosyncrasies it does not seem to be a problem.
Algorithm 2 BKLS Algorithm
end for
10.
Return m Figure 2 . Tate pairing computation using the BKLS algorithm.
The algorithm for computing the Tate pairing consists of two stages: (i) application of the Miller's algorithm [35] ( Fig. 1) and (ii) a final exponentiation (Fig. 1, Step 12) . The last stage is necessary for the algorithm to output a unique value. To compute the two stages, TinyTate uses the BKLS algorithm from Barreto, Kim, Lynn, and Scott [2] (Fig. 2) . Concerning this algorithm, we will only mention that the function g (Fig. 2 , Steps 5 and 6) is responsible for evaluating (Fig. 1, Step 10 ). For more on the algorithm, please refer to the original paper [2] .
Results
In this section, we present results on computing TinyTate over MICAz, the new generation of MICA mote node [16] . MICAz is powered with the ATmega128L microcontroller (8-bit/7.3828-MHz processor, 4KB SRAM, 128KB flash memory).
More specifically, the results consider: (i) the Tate pairing on elliptic curves defined over fields with a large prime characteristic; (ii) the embedding degree k = 2, q a 256-bit prime, and a 128-bit Solinas prime; and (iii) group field arithmetic using projective coordinates. To be concrete, we use the curve E/F q : y 2 = x 3 + x with the parameters: where h stands for the cofactor of the curve order #E(F q ) 3 . Results in Table 1 were measured on a MICAz node running TinyOS [27] . The average execution time to compute a pairing is 30 Like any other network, WSNs use PKC schemes to bootstrap security and then employ symmetric schemes to communicate. That means that in most applications sensor nodes will evaluate pairings only once and, therefore, the costs above are not a heavy burden to the whole system.
Conclusion
After some years of intense research, WSNs still demand new secure and cryptographic schemes. On the other hand, the advent of pairings has enabled a wide range of novel cryptosystems. In this work we present TinyTate, the first known implementation of pairings for sensor networks based on the 8-bit/7.3828-MHz ATmega128L microcontroller. By doing that, we show that pairings are indeed viable in resource-constrained nodes.
For future work, we will consider other pairings (e.g. Ate pairing [15] ) and finite fields (e.g., binary fields).
